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PURPOSE
 
Under Alaska Statute AS 39.52 Alaska Executive Branch Ethics Act, employees are
prohibited from using State time and equipment in support of personal activities. 
Telephones, fax machines, desktop computers, and other office technologies are
provided by the State for our use in handling the ongoing requirements of our jobs. 
These devices are provided for use in conducting official State business and any other
use is prohibited.  Of primary concern is the use of long distance telephone calls, fax
machines, State computers, and State networks for other than purposes directly
associated with State business, or in such a manner that impedes State business. 
Violations of the Ethics Act can result in disciplinary action up to and including
dismissal.

POLICY
 
It is the policy of this Department that the use of telephones, fax machines, computers,
networks, and other office technologies shall be restricted to the conduct of official State
business, other than those uses which are minor and inconsequential, under the
distinction in AS 39.52.110 (a)(3).  A factor indicating that a use is minor and
inconsequential is that the Department will incur no additional cost.   The use of State
time and equipment to pursue personal or outside business/employment activities is not
considered minor and inconsequential.

This Department shall follow the attached State Policy Regarding Personal Use of State
Office Technologies, to guide employee use of desktop computers and other State-
provided computing resources.  In addition to the attached State Policy, employees
must take care to avoid putting any personal software or data files on State computers
that may inadvertently introduce viruses or other damaging problems to State
computers and/or networks. Employees subject themselves to disciplinary action upon
any deliberate misbehavior that compromises the operations or work of staff
administering and managing the Department's network and computer technologies. 
Examples of inappropriate behavior include, but are not limited to, the following unless
specifically authorized:
 



• Using network sniffers/analyzers
• Accessing or disseminating passwords
• Installing or using new network applications
• Damaging computer resources or data
• Denying or impeding access to authorized users of approved services
• Assuming the electronic identity of another person without prior approval
• Willfully deleting, erasing, or making harmful modification to data files valuable to

the State
• Other actions which threaten the integrity, impede performance, or compromise

the security of the department's networks and computers, such as the deliberate
circumvention of a desktop or network administrator account in order to access
secured files or locked down operating systems.

Infractions are to be reported to and investigated by the department's Human
Resources Manager or designee.  Network traffic and data files are confidential only to
the extent of State statutes and are not the property of an employee.

Telephone Use

For the traveling employee, there may be a need to make official telephone calls to
various agencies or individuals.  This is to be accomplished by having the operator
charge the call to the home office phone, or to any other Department phone, or
telephone calling card.  When charging calls to a number other than the home office
phone, the person to whom the number is assigned must be informed, preferably in
writing.

In the event an employee is called at the office for personal reasons, and the call is
collect, the operator must be informed to charge the call to the employee's home
phone.  Under no circumstance will an employee accept a personal collect call at the
office and let the call be charged to the State.

Telephone call logs stored in digital telephone equipment or recorded in billings, along
with stored digital voice mail are confidential only to the extent of State or Federal
regulations and are not the property of the employee.
 
AUTHORITY
 
Alaska Statute Chapter 39.52 Alaska Executive Branch Ethics Act
Alaska Administrative Code Chapter 09 AAC 052 Executive Branch Ethics Act
Department of Administration, Division of Personnel, Policies and Procedures Section
        4.2 Ethics
 
IMPLEMENTATION RESPONSIBILITY

Regional/System/Headquarters Directors
Supervisory employees are charged with the direct responsibility of insuring that
subordinate employees are aware of and comply fully with this policy.








